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Ovultline

« What is Database architecture

« Evolution

* Programming language

 Minimum dataset requirement

« Core database component

« Security architecture

* Available technology oppotunities

* Al in Regulatory Databases

« Migration from MCTIS to HPRS-Tanzania Examples
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DATABASE ARCHITECTURE

Database architecture is the structure and design of a system that
determines how data is collected, stored, processed, secured, accessed,
and shared across applications and users.

1. DATA COLLECTION 2. STORAGE

Data is organized and stored Data is processed to Authorized users and
____________________ in the database generate information applications access data
.‘— Forms / Applications A e e e
== Data entered by users Business Logic — Users
Rules, calculations, Staff, customers,
_ Devices / loT validations partners

s'q Data captured
AT automatically

? Files / Documents
E Reports, spreadsheets,
scanned documents

[l

Applications

Q Web, mobile,
Transform, aggregate, desktop systems
analyze
= Reports / Dashboards

=88 Insights and
visualizations

APIs / Services
Data access for

other systems

Transactions
Ensure accuracy

Database Structure

=l O e

‘. Data Processing
4

o@®e External Sources
&@R® Other systems,

partners, APIls

and consistency

o —————————————————
L S S ——

———————— r T Tables Relationships Indexes Constraints |
1 T — e i it - i S———— e f— e
| * | |
1]
B A 5. SECURITY (ACROSS ALL LAYERS) I T N T e = 5
i 4 ) 1
'\\ : Authentication Authorization = Encryption — Auditing & Logging Backup & Recovery : ;
== Verify user Control what users =a Protect data at rest __‘/ Track activities Ensure data is safe ===
: identity can access and in transit and changes and restorable :
\ )
_____________________ e e e e e e e e e e e e e e e e e e e e e e
Data is shared securely across systems and stakeholders
P . . Inter-Department , «\ External Partners Public / Stakeholders Compliance & Standards
Share data within % Secure data exchange Publish relevant \&t,A/ Follow laws and data
the organization = with partners information governance policies
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Evolution of Regulatory Databases

»

2. Standalone 3. Client-Server 4. Web-based 5. Cloud 6. Al-enabled

->

Manual records Data stored Data managed on Access through Scalable, secure Intelligent insights,
in paper files on a single central server and web browsers access from predictive analytics
and registers. computer. accessed by anytime, anywhere with and automated

multiple users. anywhere. real-time data. compliance.

@\ @)\ @\ @\
O, O, @ @

m O B 2

(@/’ Goal: Improve data quality, accessibility, security, efficiency and decision-making for better regulatory outcomes.
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Programming Languages

[ Build modern, responsive and powerful web applications J
Frontend (Client-Side) Backend (Server-Side) End Users / Results
Runs in the browser Runs on the server
HTML f P Pyth
ython —
‘ E Structures the content « High productivity, rich libraries Web Applications
of web pages. e Web frameworks: Django, Flask |
aa ~
Css (( Java
Styles and layouts <=5 * Robust, platform-independent Mobile Apps
the web pages. —’ _ <=__ e« Frameworks: Spring, Jakarta EE
JavaScript / [ PP C#
avaScrip o
. API/HTTP | |
Js TypeScript (JSON/REST) « Strong typing, enterprise systems U Reliable Systems
Adds interactivity and ‘ o Framework: .NET U
\ dynamic behavior. ) b
PHP 2
) « Widely used for web development Secure & Scalable
o Frameworks: Laravel, Symfony Solutions
— . D Node.js ) X 7
e e
(Web Browser / Mobile) - :
J

Key Takeaway: Frontend technologies (HTML, CSS, JavaScript/TypeScript) create the user experience,
while backend technologies (Python, Java, C#, PHP, Node.js, etc.) power the logic, data and business rules.
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Standardised minimum dataset required for an
inferoperable exchange
* Unigue Practitioner Identifier

* Personal identifiers

» Professional details

» Registration information

* Licensing information

» Professional standing

 Verification information

« Contact information




B
o MASTER TABLES

Store core, authoritative
data about main entities
in the system.

Examples
+ Customers
+ Employees
* Products
* Accounts

=

9 TRANSACTION TABLES 0 REFERENCE TABLES O AUDIT LOGS

v v

HILEEN

T

T

e (o] |-

Store records of business

Store standardized values

events and activities used for lookups and to

that occur in the system.

Examples Examples
» Orders * Countries
+ Payments « Currencies
» Invoices « Status Codes
+ Shipments + Categories

maintain data consistency.

Track changes and activities
to support security, compliance
and troubleshooting.

Examples

« User Logins

« Data Changes
¢ Record Updates
+ Deletions
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End Users

o0e
G om

Employees

<

Systems /
Integrations

O SECURITY ARCHITECTURE

Layered security approach to protect data, systems and users

P —
Firewall
& WAF

SECURE APPLICATION & DATA SYSTEM

= o ey

Web / Mobile
Application
‘ .

[~ [ ]
<> NN
] ™

N
v

Filters & blocks
unauthorized
traffic ~

N

J

a Encryption in Transit (TLS/SSL)

Database

Backend Services

\s 2,

:
v

A
!

v

© AupiTLoGs

Records user activities,
: S access, changes and
& — security events

& Who did what
& When
& From where

Log Server

@ BACKUP & DISASTER RECOVERY

Regular backups and

recovery strategies to

restore data and ensure |
business continuity ‘

& Automated Backups
& Off-site / Cloud Backups
& Disaster Recovery Plan

(&
—

J

o @ L,
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| Confidentiality

€@ AuTHENTICATION
O
[

© AuTHORIZATION

Controls what authenticated
users are allowed to do
(permissions & access
policies)

Verifies user identity
using strong methods
(MFA, passwords,
biometrics)

© EencrypTION

Protects data at rest and
in transit using strong
encryption algorithms

N\

[ |
‘ o RBAC (ROLE-BASED ACCESS CONTROL) |
@) '. Access is granted based

‘.‘ on user roles to ensure

least privilege access

@ «eY BENEFITS

O 6 © &

Availability

Integrity Compliance

0 Defense in Depth: Multiple layers of security controls work together to prevent, detect and respond to threats.
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AVAILABLE OPPRTUNITIES IN TECHNOLOGY

Cloud Architecture

* Elastic scaling

« Managed backups

« Disaster recovery

« Data sovereignty considerations

Al in Regulatory Databases
* Fraud detection

« Duplicate detection

* Predictive licensing

« Compliance analyftics




Migration from MCTIS to HPRS-Tanzania Examples ¢

* To align with Government e-Government standards.

« To mitigate limitations associated with architecture, scalability,
functionality and the ability to accommodate emerging regulatory
requirements.

Maijor Challenges Experienced During MCTIS — HPRS Miaration

Major Challenge Key Issues Experienced Possible Causes

Data Migration & Incomplete, duplicated or inadequate quality legacy data;

Data Quality inconsistent practitioner information; differences in database structures;
inadequate data mapping; lack of
standardized data fields and unique
practitioner identifiers

Business Process &  Existing MCTIS processes did not Differences in business rules and system

Workflow Transition  always translate directly info HPRS; architecture; insufficient documentation
difficulties with new workflows, roles,  of existing processes; evolving regulatory
approvals and permissions requirements; inadequate process

mapping before migration
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Major Challenges...

Major Challenge Key Issues Experienced Possible Causes

System Performance, Integration
& Functionality

People, Change Management &
User Adoption

Login/session issues; payment

and confrol-number challenges;
system errors; functionality gaps;

difficulties integrating with
external systems

Learning curve; user resistance;
different levels of digital
competency; increased
demand for technical support
and clarification

Software bugs; incomplete
testing; integration/API
challenges; infrastructure
limitations; changing system
requirements

Limited training; inadequate
change-management
preparation; unfamiliarity with
new workflows; insufficient user
support and communication
during transition




SPECIFIC ISSUES TO ADDRESS

Governance Principles for Cross-Border Regulatory Data Sharing

* First, cross-border data sharing should be grounded in the rule of law and
legal certainty eg: In country authorisation should be secured.

« Second, the governance framework should provide strong privacy and
human-rights protection.

* Transparency and accountability are equally important

 There should also be mechanisms for cross-border enforcement and
dispute resolution

« Overall, the literature suggests that effective cross-border regulatory data
sharing requires a balance between data accessibility and data
protection




SPECIFIC ISSUES TO ADDRESS

Compliance with National Data Protection Legislation While Collaborating
Regionally

» Creation of overarching, binding regional freaties that set a baseline
standard for data privacy eg: MALABO Convention as a standard for all
member states.

« Sovereign nations align their domestic data protection acts with a
regional model law cross-border compliaonce becomes streamlined
because the legal thresholds for processing, storage, and subject rights
share structural equivalence.

Cross-border regulatory data sharing should be governed by harmonized
legal frameworks that respect national sovereignty while establishing
trusted mechanisms for lawful data exchange




SPECIFIC ISSUES TO ADDRESS

Safeguards Against Unauthorized Access and Misuse of Practitioner
Information

» Protection of practitioner information requires a multi-layered information-

security framework based on the principles of confidentiality, integrity, and
availability

 Practitioner information should be protected through defence-in-depth,
combining legal safeguards, governance controls, encryption,
authentication, role-based access, auditability, cybersecurity monitoring,
and incident response




SPECIFIC ISSUES TO ADDRESS

Who Should Own, Manage and Oversee a Continental Regulatory Data
Plaiform

* The literature suggests that a continental regulatory data platform should
avoid both complete cenfralization and complete decentralization

« National regulatory authorities should retain ownership and custodianship
of practitioner data




SPECIFIC ISSUES TO ADDRESS

Who Should Own, Manage and Oversee a Continental Regulatory Data
Plaiform

« National regulatory authorities should retain ownership and custodianship
of practitioner datqa, because health and professional regulatory
information remains subject to national laws and sovereignty requirements

» Regional governance should address coordination of standards,
inferoperabllity, security, and put in place framework for trusted
Information exchange




Key Takeaways

Effective database architecture should be:
Secure

Scalable

Inferoperable
Reliable

Al-ready
Cloud-enable




« Questions & Discussion
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